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ABSTRACT
Reliability of large-scale cloud services is critical for user sat-

isfaction and business continuity. Despite significant invest-

ments in reliability engineering, production incidents remain

inevitable, often leading to customer impact and operational

overhead. In large cloud companies, multiple services are de-

ployed across regions necessitating robust health monitoring

systems. However, the current monitor configuration pro-

cess is manual, largely reactive and ad hoc, resulting in gaps

in coverage and redundant alerts. In this paper, we present a

comprehensive study of monitor creation in Microsoft, iden-

tifying key components in the existing process. We further

design a modular recommendation framework that processes

the graph structured service entities to suggest optimal mon-

itor configurations. Through extensive experimentation on

historical data and user study of recommendations for pro-

duction services at Microsoft, we demonstrate the efficacy

of our approach in providing relevant recommendations for

monitor configurations. The code is is available on this link.

1 INTRODUCTION
Large scale cloud service providers such as Amazon, Mi-

crosoft, Google etc. run thousands of services over complex

environments. At Microsoft, the hyper-scale cloud infras-

tructure supports over 5,000 services deployed across more

than 60 regions, serving hundreds of millions of users glob-

ally. Ensuring the continuous availability of these services is

critical to sustaining customer satisfaction and preserving

business revenue [18]. Despite extensive investments in reli-

ability engineering, production incidents and failures remain

unavoidable, often resulting in customer impact, financial

losses and requiring substantial engineering effort for detec-

tion, diagnosis and mitigation. Consequently, early detection

and resolution of such incidents are vital to minimizing user

disruption and reducing operational costs. To this end, ser-

vice providers engage in continuous health monitoring of

services, aiming to proactively identify and address issues

before they affect end users.

The lifecycle of an incident generally begins with detec-

tion, followed by triaging to the concerned stakeholders for

resolution who then diagnose the incident and apply some

mitigation so that the service becomes functional. This is

generally followed by a detailed root causing of the incident

and working towards a longer term solution for example by

making necessary code changes. Incidents could either be de-

tected by automated watchdogs called monitors or reported
by customers. The latter is undesirable as it results in loss of

revenue and affects the reputation of the company. Further

manual incident reporting delays detection which increases

service downtime. In this paper we focus on the detection

phase of an incident’s lifecycle, specifically by monitors.

The currentmethodology for configuringmonitors primar-

ily follows a trial-and-error paradigm. Service owners define

monitors based on their understanding of the service archi-

tecture and service-level objectives but do not consider the

intricate relation between existing monitor configurations

and the past incident detection performance. Additionally,

monitors are often revised or newly introduced in response

to production incidents. However, this approach is inher-

ently reactive, which means critical monitors may be absent

until an incident reveals the gap. Second, it frequently leads

to the creation of redundant monitors, resulting in excessive

alert noise and unnecessary operational overhead.

Related Works: In recent years, numerous empirical

studies have explored the challenges associated with mon-

itoring and incident resolution in cloud services [2, 3, 6–

9, 12, 16, 17, 20, 25], as well as the practical difficulties in

defining and adhering to Service Level Objectives (SLOs)

[4, 5, 13]. These prior works generally assume that the ap-

propriate monitors are already identified or only study an

aspect on the monitor configuration problem.

This work addresses a critical and underexplored problem

in Cloud Intelligence / AIOps: the automated configuration
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of service monitors in large-scale cloud systems. We identify

the following key AIOps challenges addressed by our work:

1)Monitor Configuration Complexity: Service owners
must manually define monitors without systematic guidance,

often leading to gaps in coverage, redundant alerts, and de-

layed incident detection. This problem is exacerbated by the

scale and heterogeneity of cloud services. 2) Lack of Intel-
ligent Support for Monitor Design: Existing tools offer

limited support for recommending configurations based on

historical data, service context, or domain-specific patterns.

There is a need for an intelligent, data-driven framework
that can assist engineers in configuring effective monitors.
We make the following Contributions: 1) We present an

empirical study (of ∼ 60k monitors) and analysis of the indi-

vidual components of the monitor creation pipeline. 2) We

build models to recommend component-wise configurations.

3) We unify the results of individual modules into a single

framework for service owners to create monitors. 4) We con-

duct extensive evaluation and production user study of our

method to understand the performance efficacy.

2 PROBLEM SETTING
We define the below terms in the context of micro-services:

Ametric is defined as a time-series entity that is generated

through the utilization of a resource and is therefore inher-

ently linked to that resource. These metrics could emitted

across various attributes called dimensions, which can be

thought of as the granularity along which the data has to

be aggregated. Alerting logic refers to a set of anomaly de-

tection rules that operate over metrics and serve as triggers

for alert creation. Expressions are mathematical forms that

are tied to certain metrics as defined by the user. A monitor
is formally defined as a collection of tuples, each compris-

ing a metric, the dimensions to aggregate across for each

metric and an associated alerting logic with corresponding

expressions. We now define the graph network formed by

the interconnection of these components.

Definition 1. (Monitor Entity Graph): We represent the
data as a heterogeneous graph G = (V, E) whereV = {V𝑠 ∪
V𝑚 ∪ V𝑑 ∪ V𝑘 ∪ V𝑒𝑥𝑝 } represents the set of nodes with
V𝑠 ,V𝑚,V𝑑 ,V𝑘 ,V𝑒𝑥𝑝 denoting services, monitors, dimensions,
metrics and expressions respectively and E = {E𝑠𝑚 ∪ E𝑚𝑑 ∪
E𝑘𝑑∪E𝑚𝑘∪E𝑚𝑒𝑥𝑝∪E𝑘𝑒𝑥𝑝∪E𝑑𝑒𝑥𝑝 } represents the set of edges,
capturing following types of relationships: 1) E𝑠𝑚 : “service cre-
ates monitor”, 2) E𝑚𝑑 : “monitor associated with dimension”, 3)
E𝑘𝑑 : “metric has dimension”, 4) E𝑚𝑘 : “monitor emits metric” 5)
E𝑚𝑒𝑥𝑝 : “monitor evaluates expression”. 6) E𝑘𝑒𝑥𝑝 : “metric used
in expression” 7) E𝑑𝑒𝑥𝑝 : “dimension used in expression”

Figure 1 gives a broad overview of the monitor entity

graph along with the service health monitoring system. Since

we deal with heterogeneous graph structured data, in order

(a)

(b)

Figure 1: a) Monitor entity graph: Nodes represent the
monitors, metrics, and dimensions in a cloud setting.
Each node contains text features and interacts with
their neighboring nodes b) The cloud service emits
metrics alongmany dimensions and only few are being
used for monitoring health. For eg. in this case the
service health depends on health of each datacenter
using the service which in turn depends on the health
of the individual VMs in the datacenter.

to recommend the entities we use a graph based framework.

We pose the recommendation as an entity ranking problem.

3 EMPIRICAL STUDY
In this section, we study the different aspects of the moni-

tor entity graph and discuss the findings. The graph is con-

structed using the service data from ∼ 3600 accounts of Mi-

crosoft consisting of∼ 60k historical monitors,∼ 14Kmetrics,

∼ 7K dimensions, ∼ 27K expressions and ∼ 2M alerting con-

ditions. Based on the analysis and derived observations in

this section, we formulate the monitor configuration recom-

mendation framework.
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Sparsity in the nodes / entities in the monitor entity
graph: Figure 2 illustrates the sparsity characteristics of the

monitor entity graph. From Figure 2a we can see that, the

majority of monitors (94%) do not need to aggregate the met-

rics along all dimensions along which they are emitted. This

necessitates intelligently selecting the subset of dimensions

to monitor. Thus the problem of selecting an optimal subset

of dimensions on which to monitor is relevant.
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Figure 2: Characteristics of the Monitor Entity Graph

� Observation 1: The “monitor entity” graph exhibits activity
sparsity. Although many dimensions are associated with metrics,
only a subset of them is used to aggregate the metric.

Mathematical forms used in the expressions: In this

study we shall explore the categories of expressions used in

the alerting logic. These expressions assume some mathe-

matical forms such as summing, averaging and so on over

the metrics’ timeseries data. This study informs us what are

the major types of expressions that are being evaluated by

existing monitors and how to select the expression for a

new monitor. From Figure 3, we observe the following major

types of expressions in current use by the monitors: Count,

Sum, Average, Percentile, Rate, QoS, Max, Min. These cover

more than 95% of the expressions.

� Observation 2: As most of the expressions use similar mathe-
matical forms as their counterpart monitors, we treat the problem
of recommending expressions as finding similar expressions from
existing monitors after learning over the monitor entity graph.

After deducing the expression form, the actual evaluation

would be performed over the monitor’s metrics.

Monitoring status and alerts from timeseries: We study

whether time-series features alone can predict (i) whether

a metric should be monitored and (ii) its alert threshold,

using statistical descriptors with a Random Forest classifier

and a linear regression model, respectively. The results in

Figure 4 show that time-series features predict monitoring

necessity with high precision and statistically significantly

outperform textual features (𝑝 < 0.05), with frequency-based

Figure 3: Most expressions ( 83%) use either of count,
sum or average as the mathematical form to aggregate
the metrics data.

features being the most informative. In contrast, predicting

alert thresholds yields poor performance (𝑅2 < 0.1), likely

because the analysed time ranges lack anomalies or raw

values do not directly encode business rules.

�Observation 3: The timeseries data can help to select the metrics
for monitoring with high precision but is not a good indicator
of the alert thresholds. Thus the timeseries data can be used to
select the metrics but not to decide the alert thresholds.

(a) (b)

Figure 4: Analysis of the importance of time series
features on predicting the metric monitoring status.

Figure 5 analyses the relationship between metric feature

similarity and alert condition similarity by computing corre-

lations between the two. Using a combination of textual and

time-series–based metric similarity and LLM-evaluated alert

condition similarity, we observe a moderate positive corre-

lation of 0.41, indicating that metrics with similar features

tend to have similar alert conditions.

� Observation 4: We find a high correlation between the similar-
ities of the metrics and alerts conditions indicating that finding
similar metrics can help with alerting conditions.

These findings motivate the alert generation approach in §4.
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(a) (b)

Figure 5: Study showing the relation between alert con-
ditions and the feature based similarity.

4 A UNIFIED FRAMEWORK FOR
MONITOR CONFIGURATION

In this section, we briefly describe the individual modules

composing the recommendation system and see how we

unify the individual recommendations into a single coher-

ent interface providing feedback to the system. The entire

framework for the automated monitor configuration recom-

mendation system is provided in figure 6. Figure 7 depicts an

overview of the recommendation modules. We look at each

module in detail below.

Selecting subset of Metrics for monitoring:We design

the metric selection module as a weakly supervised classifica-

tion model that jointly captures global and local monitoring

dynamics. Given service metadata (name, description, depen-

dencies), available metrics, and associated dimensions, we

encode all textual features using sentence embeddings (e.g.,

E5 [19]) and aggregate variable-sized sets via mean pooling

in a DeepSets-style framework [23]. The resulting set embed-

dings are concatenated and passed through a two-layer MLP

with ReLU activation [15], followed by a binary classification

head that predicts whether a metric should be monitored,

optimized using the binary cross-entropy loss. While this

global objective assumes a shared decision boundary across

services, such an assumption may not hold in practice; there-

fore, we additionally model service-specific local dynamics

by enforcing neighbourhood consistency in the latent em-

bedding space. Specifically, we perform 𝑘-nearest neighbour

voting at inference time and introduce a contrastive loss

L𝑐𝑜𝑛𝑡𝑟𝑎𝑠𝑡 (𝑒𝑘 ) =
∑

𝑘+,𝑘−

(
∥𝑒+

𝑘
− 𝑒𝑘 ∥ − ∥𝑒−

𝑘
− 𝑒𝑘 ∥

)
+ [𝛾 +∥𝑒+𝑐𝑒𝑛𝑡

−𝑒−𝑐𝑒𝑛𝑡 ∥]+. In this equation, the loss is computed for the given

metric embedding (𝑒𝑘 ), 𝑘
+
denotes the positive metrics (i.e.

of similar monitoring status) and 𝑘−
are the negative (dis-

similar monitoring status) pairs with 𝑒𝑘 , 𝑒𝑐𝑒𝑛𝑡 represents the

euclidean centroid of a set of embeddings, 𝛾 is a positive

margin (set to 1 empirically) and [.] denotes the positive

value of the term (else 0). The loss pulls embeddings of met-

rics with similar monitoring status closer while separating

dissimilar ones within a margin. To further support down-

stream alert recommendation, we retrieve metrics similar to

a target metric by combining ontology-based textual simi-

larity (computed via embedding proximity) and LLM-based

semantic scoring (with time-series similarity derived from

shapelet extraction and comparison [11, 14, 22]), and use the

alert conditions of these similar metrics to inform final alert

construction.

Graph based Recommendation: Once we select which
metrics to monitor, we next recommend (i) the dimensions

along which each metric should be emitted/aggregated and

(ii) the expressions used to evaluate those metric streams, by

learning over the monitor entity graph G (Section 2), which

encodes both entity attributes and their relational context.

Inspired by [10], our graph module uses a heterogeneous,

attention-based message passing mechanism: multi-head

attention computes neighbour importance via dot-product

query–key scores, edge-aware transformations propagate

weighted value messages, and node states are updated by

concatenating the current representation with the aggre-

gated message and applying a learned linear map with ReLU.

To capture longer-range/global dependencies beyond local

homophily [1], we additionally incorporate meta-path style

random walks [21, 24] from target nodes. For optimization,

we employ a composite objective that combines binary cross-

entropy for prediction accuracy with TOP1-max ranking loss

to improve top-k recommendation ordering, similar to [10].

Generation of Alert Conditions We integrate the out-

puts of the metric, dimension, expression, and similar-metric

modules into a single coherent alert condition for monitor

creation, noting that reliable time-series data and thresholds

are often unavailable or uninformative at early stages. Conse-

quently, we employ an LLM to infer baseline alert conditions

from semantically similar monitors and documented best

practices, and to consolidate the recommended components

into the monitor-specific alert format, as illustrated in Fig. 8.

Computational complexity: The overall complexity is lin-

ear in the monitor entity graph size.

5 RESULTS
In this section, we evaluate the effectiveness of the uni-

fied framework using real-world datasets collected from Mi-

crosoft, a large-scale cloud system provider. In particular, we

aim to answer the following RQs: 1) RQ1: What is the effec-

tiveness of the individual modules? 2) RQ2: How effective

is the proposed unified framework compared to baselines,

for monitor configuration recommendation? 3) RQ3: What

is the importance of each module in the framework? 4) RQ4:

Are the generated alerts from the system, meaningful for

services in production?

Results of individual modules (RQ1): 1) Metric Se-
lection: Table 1 shows the results on the metric selection

problem. We report similar metrics as [17] (the only baseline

4
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Figure 6: The framework takes service or account metadata together with emitted metrics and their associated
dimensions as input, and sequentially applies specialised modules to recommend which metrics to monitor, the
most informative dimensions, and appropriate expressions, while leveraging historical metric similarity to enrich
these recommendations. A reasoning module based on an LLM then integrates all intermediate outputs to generate
final alert conditions and executable monitor configuration code.

(a)

(b)

Figure 7: The overall architecture of the recommenda-
tion modules. Figure a shows the metric recommen-
dation module which uses a 2 layer MLP over the set
aggregated service features. Figure b shows the archi-
tecture used for the dimension/expression recommen-
dation modules. The framework applies an enhanced
transformer-based graph convolution.
for metric selection available) for fair comparison namely:

accuracy, precision, recall, f1-score (micro), macro f1-score

and the hamming loss. We can see that our learning based

approach outperforms the SVD approach of [17] (p<0.05,

Wilcoxon signed rank test). Moreover the baseline is com-

putationally expensive requiring cubic complexity to com-

pute the SVD. However our method requires no such pre-

processing and only involves a forward pass through the

network over the metrics requiring linear complexity.

You are an expert service engineer. Your task is to design the con-

figuration of the alert expressions and thresholds for the given

service...

Youwill be given the service details such as the name of the service,

the metric (time-series) name, the time series values (if available)...

You will also be given similar alert expressions, thresholds and

best practices from similar metrics.

Glossary of the operators and definitions with examples: ...

Given service information: {Account:..., Metrics:..., Dimensions:...,

Sampling Types:..., Raw Timeseries:..., Percentile data:..., best prac-

tices:...}

Below are the alert conditions of similar metrics: ...

Please generate the alert conditions in the following format: ...

Figure 8: The structure of the LLM prompt used to
obtain the final alert configurations from the recom-
mended values.

Table 1: Metric selection results wrt the baseline [17].
We outperform the baselinewhile having lower compu-
tational complexity (O(𝑁 ) vs O(𝑁 3),𝑁=No. ofmetrics).

Metric Acc.(↑) Prec.(↑) Rec.(↑) F1-score(↑) Macro-F1(↑) Hamming(↓)
SVD 0.841 0.754 0.840 0.795 0.431 0.159

Ours 0.866 0.773 0.863 0.816 0.453 0.134

2) Dimension/Expression Recommendation: We eval-

uate dimension and expression recommendation using stan-

dard ranking metrics (HR@k, MRR, NDCG@k, Recall@k)

against collaborative filtering, text-only MLPs, and a range

of homogeneous and heterogeneous GNN baselines. Results

(2) show that text features already outperform collaborative

filtering, graph-based models further improve performance,

5
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and our attention-based model with ranking loss and in-

duced metapaths achieves the best results, with statistically

significant gains (𝑝 < 0.05), trends consistent for expression

recommendation. Thus overall the metric, dimension and

expression recommendation modules are able to outperform

the baseline and provide competitive results answering RQ1.

Table 2: Our method outperforms baseline graph and
non-graph methods. Basline results show only dimen-
sion rec (we see similar results for expression rec).

Metric HR@1 HR@3 HR@5 MRR N@k R@1 R@3 R@5
CF 0.230 0.149 0.116 0.391 0.217 0.117 0.310 0.438

MLP 0.312 0.186 0.128 0.464 0.307 0.184 0.392 0.492

SAGE(v1) 0.383 0.186 0.127 0.499 0.328 0.218 0.379 0.474

SAGE(v2) 0.291 0.154 0.111 0.414 0.262 0.165 0.323 0.398

GAT 0.355 0.185 0.18 0.487 0.323 0.213 0.397 0.493

HGT 0.396 0.185 0.131 0.510 0.356 0.228 0.402 0.507

HAN 0.348 0.194 0.131 0.485 0.315 0.202 0.407 0.500

HetGNN 0.375 0.173 0.121 0.492 0.321 0.224 0.400 0.502

T (dim. rec.) 0.331 0.188 0.134 0.481 0.306 0.178 0.399 0.523

T (exp. rec.) 0.241 0.386 0.466 0.349 0.246 0.188 0.292 0.362

T + RL (dim. rec.) 0.573 0.246 0.159 0.672 0.525 0.342 0.592 0.675

+ Paths (dim. rec.) 0.597 0.265 0.173 0.714 0.555 0.355 0.649 0.748
+ Paths (exp. rec.) 0.535 0.701 0.750 0.631 0.519 0.380 0.596 0.662

Results of Unified Framework (RQ2, RQ3): We evaluate

the end-to-end framework that integrates metric, dimension,

expression, and alert-condition generation modules, compar-

ing three metric selection variants (BCE, contrastive/KNN,

and their ensemble) and incrementally adding dimension

and expression recommendation to the pipeline. Using Jac-

card similarity, precision, recall, and LLM-based alert quality

scoring, we find that the ensemble metric method performs

best and that adding dimension and expression modules con-

sistently improves both intermediate and final alert quality,

with all gains statistically significant (𝑝 < 0.05), demonstrat-

ing the necessity of each module (RQ2, RQ3).

You are evaluating configs for a cloud monitoring system.

Account Context: {Service: ..., Metrics: ..., ...} Alert Conditions

to evaluate: ... Actual Alert Conditions Set: ... 1st percentile of

the metrics’ timeseries data: ... 99th percentile of the metrics’

timeseries data: ...

Evaluation Criteria: Rate each criteria from [0,1]:

1. Threshold Appropriateness: ... 2. Condition Validity: ... 3. De-

tecting Customer Incidents: ... 4. Noise reduction: ... 5. Specificity:

... 6. Completeness of alerts: ... 7. Checks for required fields: ...

Response Format: {JSON response format}

Figure 9: LLM prompt used to evaluate the expected
and generated alert conditions.

Human Evaluation and User Study (RQ4): We validate

the LLM-based alert evaluation with human judgement by

asking three SMEs to score ∼100 predicted alert conditions

on a [0, 1] scale, observing a Cohen’s 𝜅 = 0.62 agreement

(a) (b)

(c) (d)

Figure 10: Results of the Unified Framework. The col-
ors represent the model configuration used for system
evaluation. Formetric selection (a), we observe best per-
formance by the ensemble (Ens) model. Further graph
based recommendation models (DimRec:Ens+DimRec,
ExpRec:Ens+Dimrec+ExpRec) improve the individual
and overall results (b,c,d).
between LLM scores and the human majority vote. We fur-

ther find a strong, statistically significant correlation of 0.673

(𝑝 < 10
−4
) between LLM and average human scores, demon-

strating that the LLM evaluation reliably reflects human

assessment at scale, answering RQ4.

User Study and lessons learnt for production ser-
vices: We conducted a user study with approximately 30

service owners to understand challenges in monitor cre-

ation and assess the usefulness of our recommendations,

finding that dimension selection and threshold setting (typ-

ically updated on a weekly cadence) are the primary pain

points. Users reported that recommendations are most ac-

tionable when accompanied by explanations grounded in

similar services, emphasized on the UX and agreed on the

need for end-to-end automation. The users rated the overall

relevance of the recommendations highly (average 4.5/5).

6 CONCLUSION
In this paper, we propose a holistic and end-to-end frame-

work for recommending monitor configurations in a large

scale cloud environment. We study the monitoring process

for production services inMicrosoft and design recommenda-

tion systems to obtain predictions for individual components.

We further build a system combining the individual compo-

nents, to provide coherent configuration recommendations.

The proposed evaluation framework shows that the method

performs competitively in recommending monitor config-

urations corroborated by human evaluation. We hope this

work fosters future research in intelligent monitoring and

incident detection of cloud services.
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